For IPsec pfsense to Mikrotik.

1. Create peers....

Policies Feers ‘F{emute Peers Proposals Installed SAs  Keys

[#[[=] [+][%] [a] [7]

Address i |F‘ort |F‘ropos... |Hash N|Enc:1_.'p1|
500 obey md5 aes-256
IPsec Peer -
Remote WAN IP > Address: (I | 0K
Paort |5[H] | Cancel
Set Secret Key.. Auth. Method: |pre shared key [#] Py
Ex. Abc@123 . Seet: | |
-Commerrt
Exchange Mode: |mair1 || + |
Send Initial Contact Remove
[] NAT Traversal
My 1D User FQDN: | |
Proposal Check: |-:::I::va~,.r || ¥
Hash Algorithm: |md5 |+
Encryption Algorithm: |aes-256 || *
DH Group: |modp1024 IE:
[] Generate Policy
Lifetime: | 1d 00:00:00 |
Lifebytes: | | -
DFD Interval: [120 [#]s
DPD Maximum Failures: |5 |
enabled
2. Set proposal....
Policiezs Peer=  Remote Peerz  Proposals | Installed SAs  Keys
= v[x
|Name ¢ |P-.|.rth. Algnrithmlenc:'. Algarithms |L'rfe¢ime |F‘FS Group |
- default md 5 3ez-256 00:30:00 modp 1024
|Pgec Proposal <default>
Name: | QK |
- Auth. Algorthms
md5 [ shat
]
- Encr. Algorthms
(] il [ ] des
Coj
[ ] 3des [ | aes-128
(] blowfish [ twofish
[ | camelia-128 [ ] camelia-192
[ | cameliz-256
Lifetime: |D'|]:3'|]:DD | S
PFS Group: | modp1024 =]
enabled \defaul
3. Set Policies...
Policies ‘ Peers  Remote Peers  Proposals  Installed SAs  Keys
[#][=] [v][%]
|Src. Address |Src. Port |D5t. Address 4 |Dst. Port Protocol |Mion Level |Tunne| |
192.168.9.0/24 192.168.7.0/24 255 (all) encrypt require yes

IPsec Policy <192.168.9.0/24:0->152.168.7.

General Action ‘

Acton: | ETETTINNNN + | | | Cancel
Lewvel: |req|.|ire || ES | Apply
IPsec Protocols: |e5p || ¥ | -

Disable
el
Local WAN IP PSASc Addess: (D) |
H | 5ADs A |

= Rem
Remote WAN IP — Proposal: |default =] \&‘
Priority: |4] |

enabled




Policies |F‘eers Remote Peers  Proposals  Installed 5As  Keys

%= [v]x] (o] [¥] [ s |

|Src. Address |Src. Port |Dst. Address i |D5t. Port Protocal |P«ction Level |Tunnel |
192.168.9.0/24 192.168.7.0/24 255 (all) encrypt require  yes
|Psec Policy <192.168.9.0/24:0--192.168.7.0/24.0
Gorot st
Src. Address: Cancel
Src. Port: | S T sy | Remote LAN IP
Dst. Address: [192.168.7.0/24 |
Disable
Dst. Port: | R F— Local LAN IP
Protocol: |255 {all) [=]
enabled
4. Create NAT Rule in Firewall.
. | mmmeams |mimemiemm jeemmmem e emes e mmmme

Fiter Rules  NAT |Mangﬂ_e Service Pots  Connections = Address Lists  Layer7 Protocols

EE @@ @ El ‘uu Reset Counters ||nu Resst All Courters | [ Firrgl | Tan =]
z |

\Action |Chain |Src. Address  |Dst Address  |Proto... |Src Port  |Dst. Port |in Inter..[Out. Int... Bytes  |Pac |
0 Jacc. scnat  19216890/24  19276870/24 . . . IR - : R
1 #l mas... srcnat etherl 12575 KB 14
2% =lmas.. scnat 192.168.7.0/24 |Zp-out] DB

NAT Rul 0/ L ¥
General |Mvam:ed Edra  Action  Statistics
Chain: |Teeed | | Cancel
Sre. Address: [ 1]192.168.9.0/24 [P Aoply
Dst. Address: [ 1152 168 7.0/24 | e
. Pratocal: | [ - Comment
L L
9 Sre. Port: | | = Copy
T Dist. Port: | [+ Remove
oy Pt | -
" ke -
Out. Interface: | [
Packet Mark: | |+
Connection Mark: | | -
Routing Mark: | | -
Routing Table: | | -
Connection Type: | | Gt
enabled
— N e e
0 =R
E Filter Rules MAT | Mangle Service Ports Connections Address Lists  Layer? Protocols
| =] v x| | 00 Reset Counters || 00 Reset All Courters | [Finda  |[@  [%]
# | |Action [Chain | Src. Address |Dst. Address  |Proto...|Sro. Port  |Dst. Port  |In. Inter...|Out. Int...|Bytes  |Pac >
«f acc... scnat 192.1689.0024  192.168.7.0/24 632B
1 =l mas... srcnat etherl 1261.2 KiB 14
2 X =l mas... srcnat 152.168.7.0/24 |Zp-out1 0B

MNAT Rule <192.168.9

General Advanced  Bdra  Action |Statiaics

Reset Counters
Reset All Counters

scton: [ < |
|
5 D
3
=

enabled




Pfsense Configuration stapes

1. Create phasel

v Systen b Intefaces s Firewall s Sendces v VPN » Status ¢ Diagnostis ¢ Gold ¢ Help

VPN: IPsec: Edit Phase 1 CEGZEa03
T

General infiormaition

[Drisalble this phasel entry

Sek (his dolicn Do disshle s phasel willoul resnoeing & from e kst

VL |
Selact the Inteme Koy Exchiange profocol version 10 he vsed, TKEY] or TKEWZ,

[P 7 |
Sabett the: Inbemel Protood family o this: doopd e,

v |
S-dhu'.!. Rhe mitesfacs fop the lodd endpant of this phasal enly.

1 dl
N > Remote wan IP
Elesr e guiiid 1P arkdness o st namea of We remole gatesday
"
%, OZTFS
Yt inay enler & descrplion hese for your reference (nol parged .

Phase 1 proposal [ Authenticalion )
Authentication method M Y |
HhiEt match the -sﬂ!mq chesen on the resmole Sida

Negotiation mode e Ea
Sjgresiive w5 e Medhbe, Bul e setyme

| Wiy IP ke ¥

| P TP 2ihesss ¥

Pre-Shared Key %, abedi734

Tnpul yoeir Pre-Shaned Koy sheisig.
Phnge 1 propeossai | Algorithms)
Encry pticn algorithm | A

Hash algorithm | o5 v

Must mmiach e selling chesen o e remole sals.

DH ey group {1024 I8t} T |

-
Frist match the seting chosen on e remole sala.

e

Wihether & Comection shoakd be renegitiated when B &5 aboul b Sgime.

Dt Mies cpition o e illiate thes coneection Teom s Sde; ooy respond Do Mcormang recpesis:

[ ee v |
Se this et to snsbis the use of NAT-T (e the sncamulsten of £52 in UDF sackets) I nesded which can
By it cRonts e 0 el releiclive Frewade

# SatieDPD
fon s
FT 5 i 8
Niithbes of coinsesyithe folires sl frafors ddlconsnet,

| Save

2. Create phase 2

*System *Interfaces *Frewall *Senices * VPN » Status  * Diagnostis * Gold

VPN: IPsec: Edit Phase 2 CEGHAU®
e i
Disabled Disable this phase2 entry
Set this option to disable this phass2 entry without remaving it from the list.
Mode [Tunnal IPv4 ¥ |
Local Network Typ | LANsubna Y |
Addrasst i {1z 7]

In cas= you nesd NAT/BINAT on this network specify the address 1o be translated

Typs: Non= b

Acdress: | o =]
Remaote Network Tipe | Nework ¥

aderess: [, 192.166.9.0 /2 v 4 Remote Lan IP
Lo [, office

You may enter a description hera for your reference (not parsad},

Phase ? proposal (SA[Key Exchange)

Protocol I Ese ¥ |
ESPis encryption, AH is authentication only

Encryption algorithms o AES | 256 bits
BES132GOM |
AES2EEGCM |
Bowfsh |
3DES
CAST1IZ2E
DES

v
—
'--:
v
v

Hint: use 3DES for best compatibiity or F you have a hardware crypto sccelerator card, Blowdish is usually the fastestin
softwiare encryption.

Hash algorithms ¢ MDS

SHAL
SHA2SE
SHAZE4
SHAS12
AES-XCBC

PFS key group | _.2 {1024 bir) ¥ |

Lifetims M. 1800 seconds

Aunomatically ping host r\ [P 3des




3. Create IPsec firewall rules, if not create auto..

*System  * Interfaces  ~ Firewall *Services  * VPN * Status * Diagnostics

Schedules
Traffic Shaper

Virtual TPs B kets that match the criteria specified balow.
z=n block and raject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP] is
rnad to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discardad,

Disabled | Disable this rule
Sat this option: to disable this rule without removing it from the list.
Interface [tPsec 7|
Chooss which interface packets must be sourced on to match this rule.
TCP/IP Version [tPva ‘;’ Select the Internet Protocol version this rule applies to
Protocol Farm v |

Choaose which [F| protocel this rule should match.
Hint: in most cases, you should specify T2 hare,

Source | not

Use this option to invert the sense of the match,

Typs: _ar\',l |
Address: | I i ||

Destination | not

Use this option to invert the senss of the match,

Typat | aT‘" v =
Address: r 'f Ll
Log || Log packets that are handled by this rule

Hint: the firewall has limitad loczl log space, Dont turn on logging far everything. If you want to do = lot of logging.
cansider using a remote syslog server (s=e the Disgnostics: System logs: Settings page).

Description h AL
You may enter 3 description here for your reference,

| Save || Cancel |




